A lew Paradigin fOr E 
Emergency Response 
i111. SGCICy —+~— > LLONC 

manning and Operations 


Jonn Cline, WSUSN 


gpurgose of this presentation is MOT to 
ME rige to an existing well-functioning 
Jr ge communication program. If your 
am Works, use it. 


EST owever, some suggestions herein may improve 

— existing programs or provide new insights for 
use in new or re-energized Amateur Radio 
emergency communications programs. 


We Need a New Paradig 
ara Ise... — 
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Yona IS constantly changing — faster now than ever. 
leds emergency communication providers cannot 
dapt to change, then we (as a service) risk becoming 
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— = MARS — Mission Irrelevant?” (MARS is reshaping its 
-— mission and method of conducting operations to meet 
— 21° Century needs.) 


© If our emergency response services do become 
irrelevant, our band privileges may be at risk. (New 
technologies and new services require increasingly more 
radio spectrum. UPS — 220 MHz Band) 


zeyenadio-amateursractvely Participate In 
:aengency preparedness activities. 


r E: = = = 
ons Learned From Hurricane Katrina — Worst Case Scenario) 
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- Whereis a need to better utilize amateur radio human and 
= material resources to meet major emergency and disaster 
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== — response requirements, 


—— = including procedures for the potential response to acts of 
terrorism. (It's never going to happen in my town.) 


» National and regional coordination role for ARRL? 


fom sect actors that we have not E served. 


Different served agencies — under different conditions 


: — 


Non-governmental organizations 


~~ » Critical Infrastructure providers: agriculture, energy, food 
: and water, human and animal health services, banking 
facilities, and other sectors 


» Hell's Canyon and Y2K — The Idaho Power Experience 


OESS sional emergency responders were 
d to adopt both NIMS and ICS in their 
onse operations by September 2006. 


=> Radio amateurs need to understand how to participate in the 
— —— National Incident Management System (NIMS) and the 
— Incident Command System (ICS). 


> We should consider incorporating ICS into our day-to-day 
emergency response programs (RACES/ARES/Others). 


E 


rd to rely solely on 20" Century technology to meet 


ry response conditions. 


EQ MUSt provide methods that served agencies can use in today's 
OG: (Email| by radio and Echolink for voice communications). 
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2 \We must incorporate the use of new technologies in our strategies 
for Supporting served agencies. (We must have a strategy.) 
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-Z | > We must expand our communications capabilities by training Ham 
—— Radio Operators to use new technologies before disasters strike. 


> (Weakest link: although some Hams know how to use new 
technologies; most dont.) 
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Sheed to use a message format that 
fects the needs of served agencies. 


2 We should use a “Message Classification System" 


—— 
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= = Decause all messages in a disaster tend to use the 
— — precedence "Emergency. (Electronic Mailboxes) 


» Remember the Pearl Harbor warning that was sent 
as a routine" message through Western Union. 


— €— 


= - 


— 


7 : -— 
geparedness- 


clivicltrell level felanvily Stlevivell ts the responsibility. 
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al edness and readiness are personal and family 
nsibilities. 


A > Amateur radio Operators can't help others if they are not 
—— — prepared and ready. (Family comes first!) 
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— > Evacuation of Hams — (Hurricanes Hugo, Andrew, and Katrina) 
- —Whatis your local fallback plan? Do all Hams in the local area 
Know the fallback plan? 


———— — 


* —ARRE Coordination role for national and regional fallback plans? 


“The Gray Book” 
Cold \ War Civil Defense Procedures for the 
E ze - Evacuation of New York City) 
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‘Being “prepared” is WOT the same as being ready. 
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> There is a need to incorporate readiness into local 
preparedness strategies. 


dazard-and Needs Assessments) 


tra 2 ategic Plan with measurable goals and objectives 


of Publish Operational Plans using checklists 
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— = Conduct Training (For Equipment and Procedures) 
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Bonnel = catalog equipment capabilities 


——* Conduct drills and exercises (Drill and Exercise the Plan) 


e Change written plans based on lessons learned. 


Preparedness: 
irty Little Secret 


peo Je outside of the first responder and health 
s9minunities actually read disaster plans. 


: Governors, commissioners, mayors, city managers, leaders of business 


= end industry don't read disaster plans and seldom know what to do 


== == during major emergencies and disasters. 


~ ® Ifa disaster were to cause the evacuation of your child's 
school, where would you go to get your child? (Have 
you read the school's disaster and evacuation plans?) 
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to. Success Plan Execution — 


disi > allow organizations to perform 
es Je) ise Options using personnel who are 
aned in response procedures. 
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Use the 1/1 System. (One checklist to 
accomplish one objective.) 


Need KEINE Of UE m 
fle ai sources and procedures. 
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| SRAC = Most Hams don't know how to 
= pt uem their own handheld or mobile 
= - Bados without instruction books. 
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forking Smarter — Not Harder 


Is ES Plan updated annually? (Updated on time?) 

Vino o writes the Strategic Plan? 

—— Under ICS, the organization's members decide goals and objectives. 
e. Strategic plans help keep members focused. 


— ——s-Strategic plans let user agencies and potential new members know 
— — — What your organization is about. 
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— Is your Strategic Plan published on your web site? 
— Do you use your Strategic Plan a recruiting tool? 
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| Strategic Plan — Updated EA 
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= OU cant depend on your eyes when your imagination Is 
— Ol Bor focus,” Mark Twain 


7 


== = Mission Statement 
-=e = Goals (Must be measurable) 


~ —— Objectives — steps to be accomplished to achieve a 
Specific goal (Should be measurable) 


ro) a evolve into highly skilled 

i Radio Operators who, as a 
JI "are recognized as an effective and 
== re E organization that is capable of 
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= BS Frovicing multimode communications for 
~ served agencies during emergencies and 
disasters. 


| radio Communication systems, 


| 6 p py fce Amateur Radio Operators, 


ce existing damaged, disrupted, or saturated systems, 
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z aS v si radio communications where no system previously 
: o exi 
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i — on relatively short notice, 
— at no cost to served agencies, 


— until we are authorized to demobilize. 


Jpers tional.Plans DNO 


Hall potential User agencies and requirements 
Tela En amateur radio human and material resources 
tret WI | be required to fill user agency requirements 
-Ti ano Je activation and deployment checklists 
= inc jude orientations for untrained personnel 
= Zj © Require periodic drills and exercises (Drill the Plan) 
—$- Require plans to be rewritten based on lessons learned 
-* Require retraining based on the rewritten plan 
e Incorporate “READINESS” checks 
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Coc dinate simultaneously with all served agencies and 
3ngainjizations. (All potential served organizations) 
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— = Operators (Can you use the State or local EAS?) 


Quickly design band plans around available personally-owned 
— —- and commercial equipment (What is the fallback plan when 
- repeaters don't function?) (Who knows the fallback plan?) 
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» Provide short-term on-scene training to meet the immediate 
needs of the situation or event. (Who will do the training?) 


New Hazards 


EX Euge to consider NOW we will provide 
SOMMUMCatONnS unaer varying conditions. 


zJjdazaraous Materiais Spills. 


= [he attects of terrorism 


NEW XCSPORSE, EAVIFONMmEnUs 7 


HOW WOUIG you use a 
hand-neld radio if you 
nad to Wear a Class A 
Protective Suit? 


Do you have, or can 
you quickly get, the 
right equipment in 

sufficient quantities? 
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re ined amateur radio 


‘are > going to staff the sustained emergency 
“communications needs of a community during a major 
~ emergency or disaster, then we must plan for the use of 
= ntrained icensed radio amateurs. (Willingness) 


——— Hams who are preparedness trained, must become the leaders 
> of non-trained Hams who volunteer to respond to emergencies 
and! disasters. (Every prepared Ham — a leader.) 
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E LL ersonnel/ Issues 
ging Volunteer, Organizations - 


rent | | sided odel: 
į me — entertain me” model 
adel JS E and supervise operations 
V E operate only when directed by leaders 
= 055 of leaders = loss of program? 


-1CS Wenagement Model: 
— Members plan, operate, and supervise 
— Leaders manage and lead 


Iti INciGent CommanGsSysvem 
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COMMAND STAFF 


Incident Commander 
Information 
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Operations | Planning — Finance and Administration | 


very Prepared Han, ee 
, a Leader 
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Bers) plan, so they are capable of training and supervising 
WNO GO not normally participate in preparedness activities. 
E 2otate existing members to new sections at least annually. 
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= — White individual job descriptions for each section member — 


= === explain expectations. (Essential for success of the program.) 


— {he ICS 1-5 standard for supervision may not be achievable, 


but a lead communicator can supervise the on-scene or off-site 
Amateur Radio operation. 


— Elected and appointed Leaders must be free to manage the 
overall Amateur Radio response. 


"Usi inediam proses == 


6)6) y: Ge the message to its destination using the 
Ost accurate means p 35Sible; not just by radio. 
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evel df) the use of new technologies such as Echolink 
aia Gata modes including Winlink, D-Star and email by 
mac dio- Pactor. 
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p Weakest link: some know, most don't. 
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° Dont limit the possibilities for successful emergency 
communications. (Do No Harm!) 


"Using Technologies 

JUS Erstana that EMail is faster and. more user 
Miendiy than radio; especially HF radio. There 

Alte Tew outages — It WOrks! 


Seen) to operate radios in damaged areas that 
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== sO isave Normal communications, 
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= while Using both radio and other commonly used 
technologies such as email and telephones in 
unaffected areas. (Put it in the plan.) 


ister messages tend to be much longer than the 25 
f d in the ARRL message format. 


| RL Ert remains valid for Health and Welfare 
MES So ages, (Use the National Traffic System for H&W) 
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E = Most emergency response agency messages during a 
- disaster tend to use the precedence "Emergency." 


= Implement, train and use the Message Classification System in 
every message. (Even those transmitted by voice — the next leg 
in the relay may be electronic. ) 
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- Human Life Safety Issues 
e C2 - — u to People or Animals 
& C3- Property Damage 

= * C4- Other Emergency Issues 


v The subject line of the message should be the subject line 
used in electronic mail boxes, including email. 


«E eso? he| Format) 


ED EE (Flash, Emergency, Priority, Routine) 
ME-GROUP (Date, Time [GMT], Month, Year) 
Maine, ütle, agency, and phone number) 

TO: (T Name, ütle, agency, and phone number) 

= SU! OBIE CT: Classification - Subject Matter (C-4, Flooding) 


E SIGNATURE (Only if required) 
e BT 


E evelop and Use 


When filled out 


dentes User Agencies and Organizations 
der hunes 6 the agency/organization Point of Contact 
dentities and explains the mission & expectations 
== Ic de entes deployment areas, shifts, & special needs 
E = identities equipment requirements (for each site) 
= = Aids in designing functional band plans 
— —— = Becomes THE single source of information for all radio operators 
= (Don’t play "I've got a secret.") 
- * Prevents misunderstanding 
* Can be sent electronically to those who cannot attend briefings 
e Can be used to recruit additional responders (radio operators) 
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fies Equipment Requirements 


- Portable 
= =F ixed Base 
— — — Alternative power source requirements 


— — Other: commercial or government radios 

= — © Which Government Program? (FNARS, SHARES, SECURE) 
* Training Issues — what are they? 
e Weakest Link: Some know — most don't 
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"estagead-Activati 
Nembers/eaders ‘Onmulate Band Plans 


Jse i Repeaters (Offsets — Tones) 
salliback plan for failed repeaters 
= ‘Network requirements (Split Frequency?) 
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2——— — s. Does everybody know the plan? 

— ——— — s Do all preparedness trained Hams have blank forms to be filled out 

-= if they suddenly must become the leaders? 

* Who will do what if elected and appointed leaders are not 
available? 

* Does your organization exercise implementing response plans by 
members who are not normally in leadership positions? 


Paradigm for. Amateur Radio, 


saiporate and Use ICS in ——— programs 
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6) Band | Use a Strategic Plan (Updated annually) 


Javalee) p written operational plans using checklists 
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E d entity all potential served agencies and organizations 
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$ Train members and practice using new technologies 
e Incorporate "Readiness" into response strategies 


e Prepare now for the use of untrained licensed Hams 
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Vice: rt-term train ng/orientation before deploying personnel 


E « 


pain personnel to memorize and use the Generic Message Format 


Br. Jjze and use the Message Classification System 
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stage : je activation/deployment forms — to all members 


= E eveop Demobilization Plans and after action reports 


_-® Always- recognize the achievements of Ham Radio volunteers 
— fell the public how radio amateurs helped during the emergency 
— Use your ARRL Section's PIC and PIO. 


THANK YOU 


Whats your Vision? 


“You Cant depend on your eyes 
Wien your imagination Is out of focus. 
Mark Twain 
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WIUSN@ARRL.NE T 


